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(U/IFOUO) ORIGINATING AGENCY: 624th Operations Center
(U//FOUO) PRIORITY: Critical
(U//IFOUO) SUBJECT: Verizon phone record collection documents may be classified

(U/IFOUO) EXECUTIVE SUMMARY: Similar to events associated with WIKILEAKS
disclosures in the past 2 years, classified documents associated with a news story on
NSA and wiretapping are potentially classified and readily available on the internet.
Users are not to use AF NIPRNET systems to access the Verizon phone records
collection and other related news stories because the action could constitute a
Classified Message Incident.

(U//FOUO) Details: Classified documents regarding the Verizon phone record
collection and court order have been identified as being hosted on publically accessible
Internet Web Sites, most notably “The Guardian” news site. Viewing and/or
downloading these documents on Air Force NIPRNET computers could constitute a
Classified Message Incident. Therefore, users are not to access these file for any
reason (i.e. viewing, downloading, forwarding, etc).

(U//FOUO) REMARKS: For widest distribution
(U//FOUO) REPORTING REQUIREMENTS: None

(U/IFOUO) POC: 624 Operations Center AFCYBER OPS (DSN: 969-0624/COMM: 210-
395-0624) afcyberops.center@us.af.mil
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